Data Breach

Data Breach.

Analisi di casi reall.
Le mie credenziali sono
state rubate?
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Consulente per la sicurezza delle Informazioni
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Most infamous Data Breach™~
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Nel 2013 sono stati rubati oltre 150 mil. di account
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Most infamous Data Breac

A giugno 2015 rubati 300 GB dati di utenti
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Most infamous Data Breacli
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@ @ Over 1 Billion Accounts
G May Have Been HACKED!

A luglio 2016 sono stat1 messi in vendita 200 mil di account
Probabilmente rubati in hack messi in atto negli anni precedenti
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Most infamous Data Breach
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HACKED!

Nel 2016 164 mil. di account sono stati messi in
vendita. I dati erano stati rubati nel 2012
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Most infamous Data Breach™
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Maggio-giugno 2017 150 mil account rubati
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Data Breach - 14 Million Users

Giugno 2017, 6 mil account in vendita
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6 Million Celebrities Instagram High-

Urofiles Data Up For Sate On

doxatzram For %140,

(©) | Instagram

Agosto 2017 — 6 mil di account rubati
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Most infamous Data Breac




Luglio 2017 — 1 dat1 d1 400.000 client1 sono stati rubati
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now for greedy big discount & Lower price at
#Rousseau Market! The whole users database
at the low price of 0,3 BTC ->PM me ;-)
#Hack5Stelle
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Agosto 2017 — Il database di rousseau (mov. 5 stelle) in vendita
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http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks
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Le password piu usate

Top 25 most
commaon
passwords
according to
Top 25 most common passwords by year according to SplashData Keeper
Rank 2011141 201205 20136 | 20147 2015 201603 | Rank  2016/'%
1 . password . password . 123456 I 123456 I 123456 123456 1 1232456
2 | 123456 | 123456 | password | password | password - password | 2 . 123456789 .
3 | 123485678 | 12345678 ”123451:1?3 | 12345 | 12345678 | 12345 3 _ gqwerty
4 | qwerty | abcl23 gwerty | 12345678 | gwerty 12345678 4 12345678
5 .abclza .qurty -abc123 .qwert'_.-' | 12345 -fnntball ] . 111111 _
6 .mnnkey .m:rnkey -IEEHEE?EE .113455?39 | 123456789 -qwerw 6 _ 123455?550_
i | 1234567 | letmein 111111 | 1234 | football 1234567890 7 1234567
8 | letmein | dragon | 1234567 | baseball | 1234 | 1234567 8 . password
9 .tmstn-::l 111111 .ilr:weyrnu .dragnn | 1234567 .princesa 9 _ 123123
10 |dragon | baseball | adobel23”) football | baseball | 1234 10 | 987654321

https://en.wikipedia.org/wiki/List of the most common passwords
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Data Breaches Lists

https://digitalguardian.com/blog/top-10-biggest-data-breaches-2015

https://en.wikipedia.org/wiki/List of the most common passwords
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Password search

https://haveibeenpwned.com/

https://leakbase.pw/

https://crackstation.net/

https://breachalarm.com/
https://www.onlinehashcrack.com/

https://hashkiller.co.uk/
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Ora giochiamo!

Cosa ci serve:
1) Sistema operativo che permetta di scriptare
2) Comando GREP
3) Comando CUT
4) Comando CAT
5) Comando SORT
6) Comando WC
/) Database di account rubati (153 mil) :-)
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Grazie per l'attenzione

Paolo Giardini

Consulente per la protezione delle informazioni

paolo.giardini@solution.it
http://www.solution.it
http://blog.solution.it

http://www.accordance.it
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